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What is cyber risk?

Malicious attacks or accidental events impacting data, or resulting in a partial or 
total unavailability, or failure of computer networks, or technology.
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Presenter
Presentation Notes
Cyber events can be malicious or accidental, this isn’t just a world of hackers trying to break into companies and systems, mistakes are often the cause of significant cyber eventsImpacts are wide ranging and cover not just damage to digital assets, but can extend to real world impacts as wellConsequences which follow on from a cyber attack can be similarly wide ranging and involve increased costs and operational headaches for firms which are trying to recover
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Cyber risk in action: Phishing attack
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Cyber risk in the last 12 months
Some examples

Presenter
Presentation Notes
Business interruptionNew Zealand stock exchangeRussian state hackers using IoT devicesFraudNorwegian investment fundTwitter hack leading to requests for Bitcoin paymentsData breachRussian spies trying to steal Covid vaccineSaudi spies tracking the locations of citizens / persons of interestEasyJet hit by Chinese hackers
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Cyber threat landscape is dynamic and evolving
Over a 5 year period the impact and number of cyber attacks has increased
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Presenter
Presentation Notes
More prevalentMore sophisticatedMore impactful to organisationsTrend set to continue



Why is Cyber Risk important
for pensions?
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Pension schemes are particularly exposed to cyber risk

Volume of 
data

Pension schemes process and manage large volumes of personal and financial 
data, making them a tempting target for hackers and increasing data breach and 
fraud risk

3rd party 
exposure Large number of suppliers increases the potential for cyber risk to be introduced

Sensitivity of
data

Pension schemes have access to personal and financial data of a sensitive nature, 
which if compromised carries increased penalties

Presenter
Presentation Notes
Volume of dataPersonal data on so many members makes pension schemes very tempting targets for attackers looking to exploit this data for identity theft or to defraud the scheme of moneySensitivity of dataThe data that pension schemes are handling is of a more sensitive nature than much of the rest of the economy, this means that not only are the penalties for getting it wrong higher from a regulatory point of view, but the expectations of the public are higher as well3rd party exposuresThe extensive eco-system of suppliers, advisors and outside agencies within which pension schemes operate means that there are many opportunities for things to go wrong, cyber risks can just as easily be introduced by your supply chain as directly to your organisationRegulatory interestPensions regulator is becoming more interested and offering more advice around cyber – raising expectations that schemes need to take action and consider cyber seriouslyGDPR is in place and the ICO has the ability to apply higher penalties than ever before – we still don’t know the impact of the new regime and how it might be appliedTrustees are ultimately responsible for managing cyber risk for their schemes
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What is The Pensions Regulator’s view?

The primary obligation of trustees is to act on behalf of scheme members and beneficiaries

A key element of this duty is to ensure that members, their benefits and scheme assets are not put at 
risk as a result of poor controls.

TPR expects trustees have a robust system of assessing, measuring and mitigating risk; cyber 
security is one element of the overall risk framework 

Trustees are expected to take steps to build cyber resilience

– assess and minimise the risk of a cyber incident occurring, and

– Be able to recover when an incident takes place.

TPR’s “Cyber Security Principles for Pension Schemes” (published April 2018) sets out the main 
principles
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The Pensions Regulator advice – basic principles

Cyber risk 
management

Trustees and scheme managers are ultimately accountable for cyber security

Roles and responsibilities should be clearly defined

You should have access to the required skills and expertise

You should ensure sufficient understanding of your scheme’s cyber risk

The cyber risk should be on your risk register and regularly reviewed

You should ensure sufficient controls are in place

You should assure yourselves that all third party suppliers have put sufficient controls in place

There should be an incident response plan in place

You should be clear on how and when incidents would be reported to you and others, including regulators

Continuous review and improvement
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The Pensions Regulator advice – basic principles

Assess and 
understand 

the risk

Put controls in 
place

Monitor and 
report



Copyright © 2020 Mercer Limited. All rights reserved. 14

The role of the Information Commissioner and General Data 
Protection Regulation (GDPR)

Scheme trustees are data controllers for data protection purposes

TPR’s “Cyber Security Principles” directs trustees to the Information Commissioner’s guidance on IT 
security 

The Information Commissioner has power to apply penalties where GDPR is breached (up to 20 
million Euros (or equivalent in sterling) or 4% of the total annual worldwide turnover in the preceding 
financial year, whichever is higher)

After 31 December 2020 (the end of the transition period) –

– the Government has stated its intention to bring GDPR into UK law after the end of the transition 
period 

– there may be further developments and trustees should ensure they are aware of changes that 
may affect their scheme



What should you do now?
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Practical steps
Identify cyber risks

Assess and understand the 
risk

Put controls in 
place Monitor and report

Analysis of external cyber 
threat information, latest 
industry threats and trends

External data / research

Cyber risk register
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Practical steps
Identify cyber risks

Cyber risk register

Assess and understand the 
risk

Put controls in 
place Monitor and report
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Event categories Potential risk scenarios Financial Operational Reputational Regulatory

Data breach Breach of member personal data, leading to phishing attacks 
against members, identity theft or selling data on dark web


  

Service Interruption/ 
Degradation

Interruption of key systems / services compromising payment 
of benefits


 

Ransomware attack leading to a cyber extortion to release key 
systems and data   

Fraud

Compromise of trustee banking information, leading to 
diverted funds    

Fraudulent instructions given to investment managers, leading 
to diverted funds   

Fraudulent transfer of member benefits to alternate 
arrangement / scam


  

Impact types

Assess and understand the 
risk

Put controls in 
place Monitor and report

Practical steps
The Cyber Risk Register
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Practical steps
Quantifying Financial 
Impact

Assess and understand the 
risk

Put controls in 
place Monitor and report

• To set up call centre to provide 
information to those affected.

Call Centre Costs

Card Networks Assessment 
Costs • To monitor fraudulent 

transactions on payment card 
networks.

Credit Monitoring Costs
• Cost of independent credit 

review to reduce chance of 
identity theft.

DIRECT 
COSTS

Card Reissuance Liability Costs
• To stamp, notify, and mail out 

new identification cards.

• Cost of repairing systems 
affected by a breach or 
corruption.

Reinstatement Costs

Privacy Notification Costs
• To distribute information to 

individuals affected.

Legal Costs
• To defend against class action or 

other suits and costs spent on 
public relations.

Payment Card Fraud Losses
• To indemnify affected 

cardholders losses resulting from 
fraudulent transactions.

Fines Costs
• Regulatory fines and penalties.

Forensic Costs
• To determine cause of breach.
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Practical steps
Quantifying Financial 
Impact
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Combined Costs (USD)

Outage Duration (Days)

Revenue Loss (USD)

Average 1 in 10 Event (10%
Chance)

1 in 50 Event (2% 
Chance)

1 in 100 Event (1% 
Chance)

1 in 200 Event 
(0.5% Chance)

Duration (Days) 4 10 27 29 31

10% Revenue Network-Reliant 856,000 2,217,000 6,011,000 6,469,000 13,784,000

50% Revenue Network-Reliant 3,175,000 8,446,000 22,447,000 24,214,000 63,763,000

90% Revenue Network-Reliant 5,713,000 14,483,000 37,581,000 40,532,000 120,944,000

Personally 
Identifiable 
Information (PII)

80,000,000

Protected Health 
Information (PHI) 157,000,000

No. of records:

Credit Monitoring Costs (49.6%)

Privacy Notification Costs
(12.0%)

Forensic Costs (9.6%)

Fines Costs (9.0%)

Reinstatement Costs (6.5%)

Legal Costs (5.5%)

Ransom Costs (5.0%)

Revenue Loss (2.6%)

Call Centre Costs (0.2%)

Cost Breakdown

Assess and understand the 
risk

Put controls in 
place Monitor and report
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Practical steps
Controls assessment and improvement

Assess the current maturity of your controls against your 
cyber risks

Create a forward looking improvement plan to enhance 
controls linked to cyber risks

As is

To be

Assess and understand the 
risk

Put controls in 
place Monitor and report
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Practical steps
Continuous review and improvement

Incident response plans and simulations Trustee level Governance, KPIs and reporting, reviewed on a 
regular basis

Roles and responsibilities

Cyber security principles, policies, and standards 

Issue, risk, deficiency, and change management

Communication, engagement, enablement

Communication Training Reward Consequences

Vision and strategy

Monitoring of Key Performance Indicators and Compliance 

Assurance

Insight
Security analytics, 
management information

Compliance
Regulatory reporting, external 
reporting

Assess and understand the 
risk

Put controls in 
place Monitor and report



Next steps
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Next Steps

• Understand TPR principles and how they apply to you

• Review risk register

• Establish/review/implement appropriate controls

• Trustee training

• External review as a good option



Q&A
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Important Notices

References to Mercer shall be construed to include Mercer LLC and/or its associated companies.

© 2020 Mercer LLC. All rights reserved.

This document contains confidential and proprietary information of Mercer and is intended for the exclusive use of the parties to whom it 
was provided by Mercer. Its content may not be modified, sold or otherwise provided, in whole or in part, to any other person or entity, 
without Mercer’s prior written permission.

The findings, and/or opinions expressed herein are the intellectual property of Mercer and are subject to change without notice.

Information contained herein has been obtained from a range of third party sources. While the information is believed to be reliable, Mercer 
has not sought to verify it independently. As such, Mercer makes no representations or warranties as to the accuracy of the information 
presented and takes no responsibility or liability (including for indirect, consequential or incidental damages), for any error, omission or 
inaccuracy in the data supplied by any third party.

This document is provided for information purposes only and does not contain regulated investment advice or legal advice in respect of 
actions you should take. No decisions should be made based on this document without obtaining prior specific, professional advice relating 
to your own circumstances. 

For Mercer’s conflict of interest disclosures, contact your Mercer representative or see www.mercer.com/conflictsofinterest.

Issued in the United Kingdom by Mercer Limited which is authorised and regulated by the Financial Conduct Authority. Registered in 
England No. 984275. Registered Office: 1 Tower Place West, London, EC3R 5BU 

http://www.mercer.com/conflictsofinterest




Mercer Limited is authorised and regulated by the Financial Conduct Authority. Registered in England and Wales No. 984275. Registered Office: 1 Tower Place West, Tower Place, London EC3R 5BU
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